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1 FOOTHOLD

Nmap shows some ports (in the screenshot below port 5985 is missing which is a web port) however, after enumerating every port,
only the OracleTNS Listener seems interesting (it was flagged vulnerable to tnspoisoning)

2 USER PRiViLEGE ESCALATiON

The tnspoisoning vulnerability lead to the discovery of the ”odat” repo, that was git cloned and installed:

First I used the passwordguesser module, it didn’t run because the SID parameter was missing, so in order to exploit the box the
sidguesser module should be used first:
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After enumerating the db i couldn’t find any interesting path to follow, but that’s because the scott user runs with low privileges. In
order to unlock full privileges the sysdba option must be used (it’s like sudo)

3 ADMiN PRiViLEGE ESCALATiON

The utlfile module is able to upload files into the remote server’s filesystem, so to get a reverse shell we must first generate the
payload with msfvenom:

The reverse shell runs with elevated privileges:
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