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1 FOOTHOLD

Only two open tcp ports were found:

After some enumeration, the exposed.php page was found:

2 USER PRiViLEGE ESCALATiON

Since the page executes the curl command, it is possible to pass a url to our server and the ‑o option to specify a directory where
to save the file:

opening the uploaded file spawns a reverse shell:
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3 ADMiN PRiViLEGE ESCALATiON

Enumerating the server it was found a vulnerable version of screen, the suggested exploit (this) doesn’t compile because gcc looks
broken. To overcome this, the compilation was done locally and the files where uploadedmanually.
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