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1 FOOTHOLD

Autorecon (gobuster) found transfer.aspx on port 80

Transfer.aspx shows a form to upload file, however only a few file extensions are allowed.

2 USER PRiViLEGE ESCALATiON

After some tests, it was found out that the .jpg and .config extensions are whitelisted, so it is possible to upload a web.config file
and obtain a reverse shell: first it was uploaded the nc.exe file (renamed as nc.jpg) then this web.config template was modified to
rename .jpg to .exe and execute a reverse shell.
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https://github.com/Tib3rius/AutoRecon
https://raw.githubusercontent.com/swisskyrepo/PayloadsAllTheThings/master/Upload%20Insecure%20Files/Configuration%20IIS%20web.config/web.config
https://github.com/giovifazi
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3 ADMiN PRiViLEGE ESCALATiON

The windows installation shows no security patches and hotfixes installed, also the current user has the SeImpersonatePrivilege
enabled, so I tried to escalate privileges with JuicyPotato.exe.
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