
HacktheBox
OPTiMUMWRiTEUP

HACKTHEBOX WRiTEUP  GiOViFAZi
HTB: CHRiSTOUCH

https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980


Index

1 FOOTHOLD 3

2 USER PRiViLEGE ESCALATiON 3

3 ADMiN PRiViLEGE ESCALATiON 5

HACKTHEBOX WRiTEUP  GiOViFAZi
HTB: CHRiSTOUCH

https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980


1 FOOTHOLD

Only one port was found:

This version of HFS is vulnerable to rce:

2 USER PRiViLEGE ESCALATiON

The rce exploit will execute a remote script that will spawn a shell:
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I wasn’t able to display things properly with the mini shell, so i spanwed another powershell revshell:
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3 ADMiN PRiViLEGE ESCALATiON

weng.py was used but it prints too many exploits to test manually, so i guess using a “dated” enumeration tool like sherlock.ps1 is
more appropriate:
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Among all the results, only three appears to be useful:

The following powershell script was uploaded and succesfully executed:
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