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1 FOOTHOLD

Autorecon found port 80 open

2 USER PRiViLEGE ESCALATiON

The cms uses default credentials (admin:admin) so it is possible to log in and upload a reverse shell .php5 in the “Media” section:
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3 ADMiN PRiViLEGE ESCALATiON

A strange suid binary was found, as the name suggests a buffer overflowmust be done here:

In short, it was found the address of the system() function and the string “/bin/sh” via gdb; this means that if we overflow the stack
and put the system() address in the return addr, and the bin/sh string address afterward, it is possible to execute system(”/bin/sh”).
The last problem is that every time the binary is executed, the libc address changes in the 0xb77***** address range, so by hard‑
coding the addresses and executing the overflow a lot of times, a lucky spin will spawn a root shell:
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