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1 FOOTHOLD

Only two ports were found:

ftp allows anonymous login and upload. Also the files are served on port 80 via web:

2 USER PRiViLEGE ESCALATiON

A .aspx reverse shell was uploaded:
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3 ADMiN PRiViLEGE ESCALATiON

SeImpersonate is enabled, this calls for Juicypotato, however the system is 32bit so the correct version must be used:
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Upload nc.exe Juicypotato.exe via ftp (remember to activate binary mode in ftp):
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