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1 FOOTHOLD

Nmap output shows only one tcp open port, however a .git directory and subdomain were found:

adding domains to /etc/hosts

cloning the git repository

found an interesting comment in layout.html:

The comment above refers to a git commit in which a vulnerability was hidden. After inspecting the __init.py__ file it was found
that the /check http route was hidden because it allows a deserialization attack via cPickle:
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The following exploit creates a serialized object that will trigger a reverse shell:

Prepare a netcat listener and execute the expoit:

2 USER PRiViLEGE ESCALATiON

A vulnerable couchdb version was found:
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After copying this exploit to the server it is possible to create an admin user for couchdb:

Sending requests with the topo:gigio credentials, it was possible to list some passwords:

Now upgrade the terminal in order to switch user with su:
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3 ADMiN PRiViLEGE ESCALATiON

sudo ‑l shows that it is possible to use pip install with root privileges

Leveraging the pip command with sudo, a root shell was obtained:
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