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1 FOOTHOLD

Only three ports were found open. Port 80 hosts a drupal 7 instance that looks promising

2 USER PRiViLEGE ESCALATiON

Drupalgeddonmay work and get us rce:

The exploit had failed to write a php shell, but rce was possible:

HACKTHEBOX WRiTEUP  GiOViFAZi
HTB: CHRiSTOUCH

https://github.com/giovifazi
https://app.hackthebox.eu/profile/55980


3 ADMiN PRiViLEGE ESCALATiON

Enumeration shows that SeImpersonatePrivilege is enable, JuicyPotato.exe could work:

Uploading netcat and JuicyPotato:

Upgrading shell because the drupalgeddon one is slow and unreliable:
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The standard CLSID used by JuicyPotato doensn’t work, so i tried one from this list (github link)

JuicyPotato worked and a SYSTEM shell was obtained:
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